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T|J'\|H KHANH HOA fj) ? dinh vé viéc ]l'ér’l thong gitra T61 chue cung cap dich vu
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DEI\ Nga), /57;.//3”“ chirng thue chit ky s6 chuyén dung Chinh phi

Clruvu)

=Cdnrcir Ludt giao dich dién tir ngay 29 thdng 11 ndm 2005;

Can cik Nghi dinh s6 130/2018/NP-CP ngay 27 thdng 9 ndm 2018 ciia
Chinh phi quy dinh chi tiét thi hanh Ludt giao dich dién tir vé chir kyp 56 va
dich vu chung thuc chit ky s6;

Cdn cir Nghi dinh s6 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua
Chinh phu quy dinh chitc ndng, nhiém vu, quyén han va co cdu t6 chic cia
BG Théng tin va Truyén thong;

Theo dé nghi ciia Gidm déc Trung tém Chimg thuc dién ti quéc gia,

B6 truomg B Théng tin va Truyén théng ban hanh Théng tur quy dinh vé
viée lién thong gitta To chirc cung cdp dich vu chimg thuc chit ky sé quéc gia
va T6 chike cung cdp dich vu ching thuc chit ky sé chuyén dung Chinh phu.

Piéu 1. Pham vi diéu chinh

Théng tu ndy quy dinh vé viéc lién théng gifra T chirc cung cép dich
vu chimg thuc chir ky s& quéc gia va T6 chuc cung cép dich vu chimg thuc
chit ky s6 chuyén dung Chinh phu.

Diéu 2. Pbi tugng ap dung

Théng tu nay p dung ddi véi cé nhén, t8 chirc sau:

1. T6 chire cung cép dich vu chimg thuc chit ky sb quéc gia;

2. Td chic cung cép dich vu chimg thuc chit k¥ s chuyén dung Chinh phu;
3. T6 chirc cung cf;p dich vu chimg thue chit ky sé cong cong;

4. Co quan, t6 chitc va c4 nhéin sir dung chit ky s6 cong cdng, chir k¥ s6
chuyén dung Chinh phu;

5. Co quan, t6 chuc, céd nhén phét tnén img dung sir dung chir kv sb.



Diéu 3. Giai thich tir ngir
Trong Thong tr nay, cac tor nglr dudi dady dugc hi€u nhur sau:

1. “Chung thu s6 goc cua To6 chire cung cap dich vu chung thuc chir ky
s0 quoc gia” 1a chung thu s6 do To chuc cung cap dich vu chimg thue chir ky
s6 quodc gia tu cap cho minh.

2. “Chimg thu s6 gbc cia T chire cung cép dich vu chimg thuc chit ky
chuyén ding Chinh phi” 1a chimg thu s6 do TS chic cung cap dich vu ching
thue chit ki s6 chuyén dung Chinh phi tur cap cho minh.

3. “Chimg thu s0 cong cdng” 1a chimg thu s6 do t6 chic cung cdp dich
vu chimg thuc chir ky s6 cdng cong cédp cho thué bao.

4. “Chimg thu s6 chuyén ding Chinh phd” la chimg thu sé do T4 chire
cung cép dich vu chimg thuc chit ky s6 chuyén dimg Chinh phit cép cho thué bao.

5. “Chimg thu s SHA-1” ]a chung thu sé sit dung ham bim an toan
SHA-1 trong thuét toan ky ching thu sb.

6. “Chimg thu sé SHA-256" 1a chimg thur s6 sir dung ham bam an toan
SHA-256 trong thuét toan ky chimg thu sb.

7. “Chit ky s6 cOng cOng” la chir ky s6 dugc tao ra bang viéc st dung
khoa bi mét turong tmg voi khoa cong khai ghi trén chimg thu s6 cong cong.

8. “Chir ky sb chuyén ding Chinh phi” 1a chir ky sb duoc tao ra bang
viéc su dung khoa bi mat tuong ung vaéi khoa céng khai ghi trén chimg thu sb
chuyén dung Chinh phu.

9. “Mb hinh c6ng nhan chéo” Ja m6 hinh lién théng gilta hai td chic
cung cap dich vu ching thue chit ky sb, trong do, céc co quan, t chirc va ca
nhan st dung chung thu 56 duoc cép bdi td chic cung cép dich vu chimg thuc
chit ky sb nay tin ciy cac ching thw sé goc cia té chirc cung cap dich vu
chimg thuc chit k¥ sb kia va nguoc lai.

Piéu 4. Md hinh lién thong

M4 hinh lién théng gitta T chire cung cép dich vu chimg thuc chir ky
s0 quoc gia va To chice cung cap dich vu chimg thuc chir ky s6 chuyén dung

Chinh pht 14 md hinh céng nhén chéo.
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Diéu 5. Danh sach cac ching thu s6 goce tin ciy
1. Danh sach cac chimg thu s6 gdc tin cdy bao gém:

a) Céac chimg thu s goc cta To chire cung cdp dich vu chimg thuc chir
ky s6 quoc gia;

b) Céc chimg thu s6 gdc ciia T6 chire cung cép dich vu chimg thuc chit
ky sb chuyén dung Chinh phu.

2. Danh sach céc chimg thu s6 gbe tin ciy quy dinh tai khoan 1 Pidu
nay dugc quy dinh tai Phu Iuc I kém theo Thong tur nay.

Piéu 6. Quy dinh v& cdc trudng thong tin trong chimg thw sé cia
thué bao

1. Céc trudng thong tin trong chimg thu sb c6ng cdng va ching thur sd
chuyén dung Chinh phi phai tusn thi quy dinh vé dinh dang va noi dung céc
trudmg théng tin trong chimg thu s6 coa thué bao tai Phu luc II kém theo
Théng tu nay.

2. Cée trudng thong tin trong chimg thu sd cong cong khong thude quy
dinh tai Phu luc II kém theo Théng tiwr nay phai tuan tha quy dinh ctia B
Thoéng tin va Truyén thong vé dinh dang chimg thu sb cong cong.

3. Céc trudong thong tin trong chimg thu s6 chuyén dung Chinh phu
khong thudc quy dinh tai Phu luc II kém theo Thoéng tur nay phai tudn thu
huéng din cia Ban Co yéu Chinh phu vé dinh dang chtng thu sb chuyén
dung Chinh phu.

Piéu 7. Quy dinh d6i véi chire ning ky s6, kiém tra hiéu Iuc chimg
thir s6, chit ky sb caa céc rng dung str dung chir ky s6

1. Pdi véi chire ning ky s6: Ung dung phai cho phép ngudi ky 1a thué

bao ciia céc t6 chirc cung cap dich vu chimg thuc chir ky sé cong cong va thué

‘bao cia Té chirc cung cap dich vu chimg thuc chit k¥ sb chuyén diung Chinh
phii thuc hién ky s6.

2. Dbi véi chirc nang kiém tra hiéu luc chung thu sb, chir ky sb: Ung
dung phai cho phép ngudi ky, ngudi nhin kiém tra hiéu luc chimg thu sd
cong cong, chit ky sd cong cong va hiéu luc chimg thu s6 chuyén ding Chinh
phu, chit k¥ sé chuyén ding Chinh phu theo quy dinh tai cac Diéu 78 va 79
Nghi dinh s6 130/2018/ND-CP ngay 27/9/2018 ctia Chinh phit quy dinh chi tiét
thi hanh Luét giao dich dién tir vé chit ky s va dich vu chimg thue chir ky sd.



Dicu 8. 16 chire thuc hién

1. Trung t&m Chumg thuc dién o qudc gia (T6 chlrc cung cap dich vu
chimg thuc chir ky $6 quoc gia) ¢6 trach nhiém:

a) Chu tri, phéi hop véi Té chie cung cép dich vu chimg thuc chit ky
sé chuyén dang Chinh phu hudng dén viée thuc hién quy dinh vé cac trudng
thong tin trong chimg thu sb cua thué bao; dam bao viée trao ddi cac chimg
thu s6 gde tin cdy cia T chic cung cip dich vu chimg thuc chit ky s6 quéc
gia va T6 chic cung cép dich vu chimg thuc chit ky s6 chuyén ding Chinh
phu chinh x4c va an toan;

b) Cong bd danh séch cac chimg thu sé gde tin cdy ciia T4 chirc cung
cép dich vu chimg thuc chit ky sb qudc gia trén trang thong tin dién tu
http://www.rootca.gov.vn;

¢) Hang ndm ra soét, trinh B& Thong tin va Truyén théng cdp nhat, ban
hanh danh sach cac ching thu s6 gdc tin cay khi ¢é su thay ddi vé céac ching
thu s6 gbc cia T chirc cung cép dich vu chimg thuc chit ky sb qubc gia va
T6 chirc cung cép dich vu chimg thuce chit ky sb chuyén dung Chinh phu.

2. T chiic cung cép dich vu chimg thuc chit k¥ sb chuyén dung Chinh
phu cé trach nhiém:

~ a

a) Thuc hién huéng din vé cac truong théng tin trong chimg thu sb
chuyén dung Chinh phu;

b) Céng bd danh sach cac chimg thu s6 gbc tin cdy ctua T6 chirc cung
cap dich vu chimg thuc chit ky s chuyén dung Chinh phu trén trang thong tin
dién tir http://ca.gov.vn.

3. Céc t0 chirc cung cép dich vu chimg thue chir ky s6 cong cdng co trach
nhiém thuc hién quy dinh vé céc truong théng tin frong chimg thu s6 cong cdng.

4. Co quan, t0 chic, ca nhan phéat trién Umg dung sir dung chir ky sd ¢
trach nhiém thuc hién quy dinh doi vai chire ndang ky so, kiém tra hiéu luc
chimg thu s6, chir ky s6 cia cac ing dung sir dung chir ky s6 theo quy dinh
tai Di1éu 7 Thong tu nay.

Diéu 9. Diéu kboan chuyén ticp

hiéu e thy hanh duoc tép tuc sir dung cho dén khi hét hiéu luc hodce duce
Cidd Lj('.‘,_.-g Chuven ao1 ae dap ung gquy dilin Ve ¢aC quong inong un iroky

I T Sy A dmns B Ynevimy Fhemey s yvr Hieats gy 1Y L i T~ (R .
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Diéu 10. Piéu khodn thi hanh
1. Théng tu nay co hiéu luc thi hanh ké tir ngay @4 thang g nam 2019.

2. Chanh Vin phong, Giam d6c Trung tim Chimg thuc dién tir qubc
gia, Thu trudng T chirc cung cép dich vu chimg thuc chit k¥ s6 chuyén ding
Chinh phu, Thu truéng céc co quan, don vi thude B9, céc td chirc va ¢4 nhan
¢6 lién quan chiu trach nhiém thi hanh Théng tu nay.

3. Trong qua trinh thuc hién, néu co6 kho khin, vuéng mac, cic co
quan, t& chirc va c4 nhén phan anh kip thoi vé B Thong tin va Truyén thong
dé xem xét, giai quyét./. M

s

Noi nhin: BQ TRUONG
- Ban Bi thu Trung uong Dang;

- Thu tudng va cac Pho Thu tuéng Chinh phi;

- Céc B9, co quan ngang B§, co quan thudc Chinh phy
- UBND céc tinh, thanh phé truc thude trung wong;
- Vén phong Trung wong va cac Ban cua Dang;

- Van phong Téng Bi th;

- Vin phong Chi tich nudc;

- Vén phong Quéc hoi;

- Toa 4n nhan dan t6i cao;

- Vién Kiém sat nhan dén ti cao;

- Kiém toan Nha nudc;

- Uy ban quéc gia vé Chinh phi dién fir;

- Uy ban Trung wong Mit trin T5 quéc Viét Nam;
- Co quan trung wong ciia céc doan thé,

- Ban Co yéu Chinh phu;

-So TT&TT cac tinh, thanh phé truc thude trung vong;
- Cuc Kiém tra VBQPPL (B6 Tu phép);

- Cong béo, Cong Théng tin dién tir Chinh phi;

-Bo TTTT: B§ trudmg va cac Thu truong;

cac don vi thubc Bo; Céng TTDT cua Bo:

- Chc td chire cung cip dich vu chimg thuc chit ky s6
cong cdng;

- Luu: VT, NEAC (150).

Nguyén Manh Hiing



Phu luc I

DANH SACH CAC CHUNG THU SO GOC TIN CAY
(Kém theo Thong tu 56 0F /2019/TT-BTTT1 ngay 09 thang F néiim 2019 ciia Bé trucng B Théng tin va Truyén thong)

1. Danh sdch cic chimg thu s6 goc tin ciy dudi dang PEM (Privacy Enhanced Mail)

STT Chirng thu sb ge tin ciy

] S ——

Dang PEM

Chimng thu s6 goc ctia T chiic cung cap dich vu ching

thye chit ky s6 qudc gia (ching thu sé SHA-1)

MIID1zCCAr+gAwIBAgIQG+Rzih8+wI9HN6LPNCWYIjANBgkghkiGIwOBAQUFADB+
MOswCQYDVQQGEWIWTjJEzZMDEGALUEChMgTWluaXNO0cnkgb2YgSWomb3JtYXRpb24g
YWSKIENvbW11bmljYXRpb25zMRswGQYDVQQLEXJOYXRpb25hbCBDQSBDZWS0ZXIx
HTADBgNVBAMTFE1JQyBOYXRpb25hbCBSb290IENBMB4XDTA4MDUXNjAXMTIOOVoX
DTQWMDUXNJjAxMjAzMlowfjELMAKGAIUEBhMCVk4 xMzAXBgNVBAoTKk 1pbml zdHJ5
IGOMIEluZmOybWF0aW9uIGFuZCBDb21tdWSpY2F0aWSuczEbMBkGA1UECXMSTmFQ
aWIuYWwgQOEgQZ2VudGVyMROWGWYDVQQDEXRNSUMgTmME0aWSuYWwgUm9vdCBDQTCC
ASIwDQYJKoZIhvcNAQEBBOQADggEPADCCAQoCYggEBAKE /WVEO/JD/YduWeBSL20M8
NrS5hr9ylP2Ae0wlBQa34yYpCisjtMoZHxE619+rWRDcQEsSNICFFQuuVX6cdlyYdc
cwmEMOzhuzisjg23EwQuZoFXLecz7Gv0unIveCUDwYBebcUVE fePbKEKTmt3rzF7k
AN/VbDCFm71X£y3UJNOA++AcUb6wImMEHZOWgR+eRbS+HWO10rcGxRrPcWh04Cdn 7
tSeYnl788ERI/+ih0/9QMOkmg7KZYp3Me8hSTZ5cQotvdH781BPeCtLwtWrd1kxQ
nOYhjsHllwFOzZ+wQB18G11lvXDgZmj£fa0YESFjLvgaZ2wIWsR18LBCLIvI1IwEDSMC
AWEARaNRMESwCwYDVROPBAQDAGGGMABGALUJEWEB/wQFMAMBAL SwHQYDVROOBBYE
FMliceRhvf497LJAYNOBdAdO6rGvGMBAGCSsGAQQBgjcVAQQDAgGEAMAOGCSGSIb3
DQEBBQUAA4IBAQBMncl+IyCAHCjP8PHI3xHKsmlTo/JfDLN1INCOU4RxQKuUBVE8QX
vgiTUUaghuOkZC9PE46wtBScfEO+LUSjUmzblnAXWUdbolgzx526tg31LQ324Dqv
0FQ60RNotvodDgXrdPww30ybX+Luz3v4Yup0r3JUTNT 6Xovs67gngSyYjviKoFGW
c8YXifn0U5c/VBPbVShJIcOIKNypnhMUTvsbJ7glHYr+osup85V8k2zuddDWwd YWP
ipdIjud4z4nL5aQC7FtXobnHlrfB6eVdjpmmpyWalHbDOljtrM/K+SeEtloeBuXau
p/zNs8Z22MgqINUFJIsLO2yvddQ5dN1Y59dzQqz

————— END CERTIFICATE—~——j
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| Chimg the s6 gbe cta TH chite cung cip dich vy chimg
thure chit ky s6 qudc gia (chimg thu 6 SHA-256)

||||| BEGIN CERTIFICATE-----
MIIG/DCCBOSgAWIBAgIRAJWSudzurVokprj3HX0yOlowDQYJKoZThveNAQELBQAW
gaMxCzAJBgNVBAYTALZOMTMwWMQYDVQQOKDCpNaWSpc3RyeSBvZiBJbmZveml!
merdﬁoecmmnUx<cmSZ:QOHCU:zmewmm@z<mwm330u:amH<U?nmHmddc:w.a‘:
NkmmmzaﬁammmwmZUNNm?Q:<%NmmwawONSuDWEZJQDP<UJmrxmeﬁpvﬁbrigCE
dG5hbSBOYXRph25hbCBSb2 90 IENBMB4XDTEOMDQXNTEZM] kyMFoXDTMEMDO=NTED
Mj kyMFowgaM=xCzAJBgNVEAYTALZOMTMWMQYDVQQKDCpNaWSpc3RyeSBvZ 12 om
cmlhdGlvbiBhbmQgQ2 9tbXVuaWNhdGlvbnMxPDAGBgNVEBASMMOShdGlvbmEl's TE
bnRyZSBvZiBEaWdpdGFsIFNpZ25hdHVyZSBBAXRoZW50aWNhdGlvbiERMBRGALUE
AwwYVml1dG5hbhbSBOYXRph25hbCBSh290IENBMIICIjANBgkghkiGOwOBAQEFAACC
Ag8AMIICCgKCAgEAuKxaewgw2XB6afUf4zeVThQD1/G8xj56UcT+8KbW7Bel]kle
vwlUmK5/94H0aTuNg7g90iQal2GLTWM/ £TRBp/PkQT7TyzuY0uLzSxUO3d8LxBnIFR
hz/5Vnk6cfWesZUwCEgQU/LArnVuRjIYsffde3YDgUJIkecbnnxRg62zTIORGZxHIL2C
68C4Y3yERaeSMCukpNELXh6GetRR2FkShFeITzJUZSguCEJIAT SgqYW3rakJuddX:
FFVgMnl6+78PYxv1AABoFQrUbAywWqbLznbzcpo+OZuWfFINFVGEcALDUNloyvst
+H68f6giZ4+dKIAdBerFkYJ+ptf98+Dev/I76oniOLgVgE/6LwprDIVY 7N vl
TNbh6gaeugCG5/mYtIVKkHhWwPK+KcTPETYZJDYXT3rUlahaYhlQp+LfEDKTIT 2
ey91BkmFgdGpZY65p3xvrYW+NHecht PsR+swouuGRVTUP/ ndmRXO8GIi aMT Ikl
VSRvferDiQ/vezfg2hDPHizFagxtImTUu8wFvXGbhbollhsrgLCakQxZToonYp7iCY
YFDueuL7E6Up4cXlerlgLlvp3w+QZVRArS58IKvxVrtHaRiZUsbDa335dAlW:
QWZAHOHVZLOjrX+JkjDPITMHNXUMEKE1rCSF3rXqUKZ/JMvgKeY16jQDaHOC 3
AaOCAScwggEjMAAGA1UdDWEB/WQEAWIBhjAPBgNVHRMBAfBEBTADAQH/MBOCA LU
DgQWBBR+8Iftsbid+wiDb6QW/ £GArGKbATCB4AYDVROIBIHYMIHVGBR+ 8T ftshid
+wiDb6QW/ fG4rGKbAaGBqaSBpjCBozELMAKGALUEBhMCVkA xMz AXBgNVBAOME < ]
bmlzdHISIGIMIEluZmOybWF0aWouIGFuZCBDb21tdWSpY2F0aWSuczEEMDolAT!
ﬂzzweawomZ@cmzszMCCQEQHHO@EHFWﬁmmHOKEEQCMu3U?ﬁnﬂxuaﬂer
Y2F0aWSuMSEwWHwYDVQQODDBhWaWVObmFt IEShdGlvbmFsIFIvin20qQOGCE
T7g9laJKa49x19M)taMAOGCSaGSIb3DCEBCWUARATCROBNNunXKvYvarzqOr 3
Z1ggHpJeHzT741zBHDgp8bgbLDtgH+PZV+wTDWvEZD8xuFKQT \\:n;:::\:ma.
+BUsxyMbzS6Kv11Nad42Ja63BlEQIAAVY+ZX3mFhVumOVA2kLOgzCayYkPol: g
xz312zgzhg40436VEfek8Lrh/WcPSezyCB8TtL7VCaUQCL/fuSaCEYvZnVTpiw/Fy dix
K1lud7Uq20p54vSTegoh0+2ZW2 mmoﬁarbuju<LJe<Jmuaﬂ?
mU<<wuowmooimmswa\bwszZJQKHWcﬂOqmnng‘w
5VOk8t8QNVRi4T42iDLbVzbZFQZHLLI.eg I+ LTRVZCYs
HB5+X0Q5Q0SiyGVI0OMeUYohPIbcghZXbIf1lliCyselShh
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BAOWZLIAMWOQQU9TLnHO80vw3iku05rfTSWwamyt1SNSFpSLM/QONuQQanNNyE
3YbQZZ1fForml9ioWEpP] DbWqUIYyH60HPG]sBbSoR4G01IUs fxaldE3CKIx48pRol
SddeayvR5sd0OsNrhJOAFwg==
————— END CERTIFICATE-----

Chung thu sb gdc cua T chitc cung cap dich vu ching
thue chit ky s6 chuyén ding Chinh phu (chung thu )
SHA-1)

————— BEGIN CERTIFICATE-----
MIID+DCCAuCgAwWIBAgIJAP8wOUTPCsHEMAOGCSgGSIb3DQEBBQUAMGsxCzAJBgNY
BAYTAl1ZOMROWGWYDVQQKDBRCYW4gQ28geWV1IENoaW50IHBodTE SMDsGALUEAWW(D
028gcXVhbiBjaHVuZyB0aHV]jIHNvIGNodX11lbiBkdW5nIENoaWSoIHBodSAoUmSy
dENBKTAeFw0xMDAzMTAWNTQINTdaFw0zMDAzZMDUWNTQINTdaMGsxCzAJBgNVBAYT
Al1ZOMROwWGwWYDVQQKDBRCYW4gQ28geWV1IENoaWS50IHBodTEIMDsGALIUEAwWOQZ8g
cXVhbiBjaHVuzZyB0aHVjIHNvIGNodX11lbiBkdWSnIENoaWS5oIHBodSAoUmOvdEND
KTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANYrzvexkvgulddRUnvVes
McvLdenKrrzYnVpzIp781ijBMgWeG+cu+AJS2GbgYdbsO6JInaNLSxuxpMiUe]iwi?
OBTe2NXIy4TtkadbIjPlQHUIetTYeLTESUWOVOEUwtAM2 PVmoSpdEPFw4o06E3 /M
CtiMOfSRuyyXM8uulEyYqUowFJbEDERgglPeUOokutsgzUFtZkG/TMOWE 37 FMbAY
KC5s5txGBSHCedYFNrQIlaM80zemdl IMIJaSHSvrv+EWRLITDeg02U1l8gB3aiaamSX2
M7B3JMKedOoBolUQkLc/ePqG2kKHVbc2plmePX5nletCpMb+RUjpzvdkeihxxAU]
JAcCAWEAAAOBNnjCBmzAPBgNVHRMBA £ 8EBTADAQH/MBOGALUdADgQWBBTZIxtRoxe3
nvwt22H6eQD/WHSAXDALBgNVHSMEGDAWGBTZFxtRoxe3nvwt22H6eQD/WHSAXDAO
BgNVHQBBAfBEBAMCAQYwOAYDVROfBDEszAtOCugKYYnaHROcDovL2NhLmdvdi52
bi9wa2kvcHViL2NybC9yb290Y2EuY3JIsMAOGCSgGSIb3DOEBBQUAALIBAQALI VDY
htC3w/9gWAh34UovGuSUwWFDQOcmUTExhhJiADI18E49WBTeN1iCToZhblaFRQzW9
e6NNgkSrCy5piklgkdOtgB+qx2b3s9CCj8VNywlADHS 2 iMmXPgyJLvOn9TgBj7yT
WT85Yc49er0nsDdvxSBglJdiiu/SGD6zMda/mztInkrteTAka2zw2id6rewTSUR] Y
YEJLpj/joxEcCqAubXwIdteNWjMhz0TMrEXDa70Gdn7ppLpZETHMSCZRAULILtrd
3cTDAZRLIPObNzglwcObf4IYIEXVEFZAPINXO6WXxXxIIOWp+IBRpELITiKu73Q990Pme
pPk92bAk68y20xRI1

————— END CERTIFICATE-----

Chimg thu s6 gbe ciia T chirc cung cip dich vu ching
thuc chit ky s6 chuyén dung Chinh pha (ching thu sé
SHA-256)

MIIFpzCCA4+gAwIBAgIIO2WwoDAG+aswDQYJKoZIhveNAQELBQAWY TELMAKGALUE
BhMCVk4xIzAhBgNVBAoOMGkJhbiBDxgEgeeG6v3UgQ2jDrW50IHBo4bunMSOwKwYD
VQODDCRSb290Q0EgY2hlecOgbhiBkw71luZzyBDaMOtbmggcGjhubcgRz IwHhcNMT gw
ODIyMDczNjM5WhcNNDgwODEOMDczNjMS5WiBhMOswCQYDVQQGEWJIWTJEjMCEGALUE
CgwaQmFulEPGoSBS54bg/dSBDaMOtbmggcGjhubecx LTArBgNVBAMMIFJvb3RDQSE]
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aHVSwbpuIGTDuRSNIENow6luaCBwaOG7pyBHMICCAL 1wDOY KoY Thy 9! :
omHm>000p@ono@HmwmcmmHmmm<nmcH¢2oowmm75pxs::;H_ry,,, SYFe /23 2nmek
nDAPncAAhCESNprFHRRwCckuP8p+7NS 6pRohM1kIdET y J
5xWhsgItV5yoQec2sqzS3gzuXGacBlPO0h4CZndloIoZkediTThin PwX!T/ ¥
PLIV/51xKC5r4ETOVIsSwMVsSKL29N0gSudLvImdc ;3v3

nquHooz:N:emwwwxnrmxbovqmmxo<zu<>q<mnumwu¢q,raﬂ_n
TOJDO7PulxQcsuvl7rdk0pr+AGwidb03FVQCYGoTelNeWRY V]
NDhpvF9LAf71pCYsQhbxz10Igeqzl SOn+pSPgNKRnegj Bl Oy J3
AdFx2x3jVrVS0TmXM/G//cV8oWmBvgl /QDYEgREYsLC2DyTZuSHQz IJGR 41 hin ™ /i
gd+Vj9Pgxyt£5+GldxbWB1HQQ/aZD2kFX9A/jQGutd/CTCes2UCemOn Tn261 50V 1
U££QGX3m69n2DwM6E0201uagTxQYONCCELvArNy 8MTwk 7TPIBLENTQallTuY infl 7y
HrS8RaNSa7qONT/TGS5T1yfJt5JYp2asGVwBO5Sonnl tvVGHIHbseG8AIRACURRYME
AAGjYzBhMABGALUdEWER/wQFMAMBA L BwHWYDVROJBBgwFoAUdZmMES /0S4y ~lvue
I1JcqrpurlQwHQYDVROOBBYEFHASuvEzvfuGHhMaXiNSHKgEhqSUMAAGHT U ibw iR
/WQEAWIBBIANBgkqhkiGOwOBAQsFAACCAGEAhEZKT 1 hO L TUrd3i eyl
Vd+D5k8iUSpfgT9CoZ2GlwmidTszJ6JQyok7cA0RAPKRYWT/cTkgIBIAFXNG T rd
nxmﬁcqwmmmmumswononD£m<cngﬂm4mQUﬁxoLmCXu1HIEwa<LNCMH:4;:an\
$273g5zuQdT+Ixr/YLMGidun3Nt9u205XzgQaiAcvI/6RHZQPL3FI ygHXIPEddxe+
N1lpfd0dQlTkL/y+ykrTvdWlmOHdOjCd49vRzL58lyqYsbdplteaNy/ ydOMI1HGOHD
DKW30ccu9YA93wiDBZ/4koxLFn5ftRFz7P1AZz2 f5MA3 1 ZPRuUvn6CVS5d0ORWY
B+uOno5b4sLMC4gwSAqAwBEdDW/D4QPY /kHily0oi0JY1EBeY79/5x
ommmmwnooa@5©+ocsaon+\Nmmmq:nq+mcﬁozeuxm+onporzu,ax_¢n
zZ8+fMIAMkveSw22TIVIOLB8s11QallFb0Y6kpszMB4Svkpd PeSMany ]
MonmnmzmnobUwcmspmaa<o+mzo¢mdwxmmqr<mzxmownU<:mueJozunu:“nP
mﬁpjuONwmnﬁSKOHHUNHmmvmwﬁoﬂvﬁmHm%:m70ﬁw5m?nﬂguccm4mmzxomﬂ_w+_
btkMVr+VUE502Bc=
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2. Thong tin vé khod cong khai trén cdc chimg thu so goc tin ciy

L

Chitng thu s6 gbe tin ciy

Thuat toan
sinh khoa

Khoa cong khai

Mo-dun n
(Hexadecimal)

S6 mit cong khai e
(Hexadecimal)

Chung thu s6 gbc cia Td chic
cung cz"lp dich vu chung thuc
chit ky s6 qudc gia (ching thu
s6 SHA-1)

RSA
2048 bit

Al
3C
c9
37
1C
66
17
4
FB
2F
EFB
33
8B
50
1B
AD

3F
36
8A
10
73
81
9B
00
EO
87
BS
D9
6
9C
59
BO

59
BE
42
12
09
5%
71
DI
28
58
2
26
74
E6
6F
21

51
61
8E
C3
85
2D
45
D5
51
E8
28
AB
TE
21
56
6B

0E
AF
c8
48
33
CcC
6D
6C
B
B4
9E
B2
FC
8E
38
11

FE
DC
ED
08
4c
FB
D
30
BO
AD
5E
99
94
Cl
19
97

30
B5
5%
51
El
1A
E3
85
D6
Cil
FC
62
13
ES5
oA
€2

BE
3F
86
50
BB
FD
DB
9B
61
Bl
il
9D
DE
97
37
C1l

61
60
47
BA
38
2E
2A
BD
07
46
4
CcC
oA
01
DA
08

DB
1E
CS
ES
AC
9cC
D2
57
CE
B3
48
B
D2
4F
D1
BD

96
D3
FE
57
8E
8B
BB
TE
ES
DC
b
c8
FO
CD
81
6F

78
0D
BS
E9
AD
FD
9A
2D
Al
SA
ES
52
BS5
9F
39
23

14
01
F7
CE
B7
09
DD
D4
47
1D
Al
4D
6A
BO
16
5C

8B
a1
EA
35
13
40
EB
24
E7
38
3B
9E
F8
40
32
04

DB
AD
D6
c9
04
FO
cC
D3
91
09
PR
5C
96
19
EF
oF

43
F8

44

8E
2E
60
SE
80
6D
o9
50
42
4C
i
81
D3

01 00 01

Chung thu sé goc cia T chirc
cung cap dich vu ching thuc
chit ky s6 quéc gia (chimg thu
s6 SHA-256)

RSA
40906 bit

B8
14
88
83
I3
F1
08
80
47
Ad
32
6E
00
9A
68

AC
03
8E
B8
E4
06
48
EO
DD
D1
54
77
or
3B
Ch

5A
97
45
3D
41
T3
14
50
ED
0B
65
B85
28
39
FB

7B
Fl
1E
M2
3E
51
FC
99
c2
S5E
28
E3
15
9B
2D

08
BD
BF
24
F2
87
Bl
1cC
EB
1E
2E
14
0A
96
8

30
C6
09
1A
CE
3F
EB
6E
co
86
08
55
D4
e
7B

D9
3E
54
53
E6
F9
9D
79
B8
12
42
60
6C
S5E
BC

70
1A
98
61
34
56
5B
F1
63
D4
49
32
ocC
CD
TF

I
a2
AE
AD
B8
79
91
46
7C
51
02
79
BO
15
AB

69
84
s
ED
BC
3A

8¢

AL
84
D8
3E
A
5A
51
22

F5
FE
8F
63
D2
71
86
B3
45
59
6A
FB
AE
84
67

1rF
O
81
3E
841
ES5
2C
4C
AT
12
61
BF
8B
70
8F

E3
A6
DO
7D
43
9c
7D
5F
B9
84
6D
0F
CE
0B
9D

37
D6
68
34
B7
Bl
F7
41
30
57
EB
63
TE
43
28

95
EC
8B
T
77
95
S€E
1B
2B
88
6A
1B
B3
B8
8E

45
17
8D
A7
c2
30
DD
6C
A4
4F
42
ES
72
DD
1D

01 00 01




05
89
2F
B4
14
48
A7l
EB
CA
DA
73 |
29
A
k"
EC
92
B5

CA
E3
16
85
F7
D9
C
86
AE
10
9B
EC
BD
6B
68
30
EA

C5
38
Al
64
AD
71
6F
45
44
CF
A3
40
64
B4
92
CF
50

91
B8
86
1E
42
8A
AD
5E
7B
1E
5D
95
2B
76
3C
25

Ab

82
15
EC
1c
1A
B
85
D4
57
2
61
60
FA
91
41
33
1F

TE
80
D6
OF
85
2F
BE
3F
94
C5
B2
50
71
89
66
07
24

Ab
ir
El
2B
A6
65
34
F9
6F
6A
BA
EE
Cc3
95
18
37
CB

D7
FA
EA
E2
21
06
i
DD
e
AC
8B
TR
E4
2C
1c
1B
EA

FD
2r
06
g€
D5
49
1
99
EA
6D
09
E2
19
6C
El
8c
29

F3
0A
9E
ac
0A
85
6E
15
C3
22
A2
FB
55
36
D5
12
E6

EQ
6B
BA
F'l
15
81
D3
F4
89
64
%0
13
1E
64
41
35

DE
ocC
00
13
2D
D1
EC
FO
oF
D4
6151
AS
2B
DE
B4
25
EA

BF
85
86
61
84
A9
47
68
EF
BB
949
29
E7
97
23
AC
34

E2
58
E7
92
03
65
EB
SA
B
ce
E8
El
G2
40
AD
24

03

23
ED
F9
43
5D
81
30
31
3
05
A2
C5
(02
55
F
85
68

EA
98
63
32
B9
72
37
EA
BD
’t' -
E3
BF
68
89
DE
D

Ching thu sé gbe cua TS chire
cung cép dich vu chimg thuc
chit ky s8 chuyén diung Chinh
phil (chimg thw s6 SHA-1)

RSA
2048 bit

1B
1A
8D
51
g1
09
81
€5
D2
b2
6D
B3
c8
cl
1C
7D

8A
E4
cC
43
D3
40
8F
20
67
51
e
86
2E
CD
48
DO

A
94
13
25
AD
oc
BC
6A
92
18
08
76
DA
1B
20
F9

6F
co
8
BD
80
T
93
94
BB
F2
76
TE
DD
aa
ES5
a9C

86
50
56
7B
1F
3
59
98
5E
60
D7
E9
DD
82
A9
A6

DO
Do
05
A3
V2N
88
3F
A2
ac
42
8D
Ad
C4
18
8
4F

B7
39
37
4D
c7
co
39
BB
09
5F
5A
BA
c3
F4
90
76

€3
C9
8D
82
66
97
61
F4
1A
LG
33

[ =4
~

03
aa
54
6C

EE
94
D6
44
F7
3E
CE
86
DB
3F
21
10
34
D5
A5
0%

60
4C
20
AB
B3
oc
3D
or
3¢
E3
Ccr
81
65
15
FD
3A

58
4C
BB
0B
DO
89
A
nG
36
A3
4E
E6
20
80
53
F3

08
61
Al
2E
82
2E
BD
4C
8B
11
CE
48
FE
oF
88
2D

71
84
98
69
8F
FD
21
75
8L
1c
AC
26
5B
96
AB
B4

El
98
5B
8A
C5S
27
BO
AF
AB
oA
ES5
51
37
c
BB
€5

4A
80
D5
4D
4D
F5
37
E6
73
AD
€3
F9
38
A
DD
12

2F
oc
Al
60
CB
3A
6r
CE
04
2E
6B
42
35
C3
oF
25

01 00 01

Chimg thu sd goc cua Td chirc
cung cdp dich vu chimg thuc

| chit ky sé chuyén ding Chinh
| pht: (chimg thu s6 SHA-256)

RSA
4096 bit

85
Al
42
38
BA
34
8F

i
14
Al
OA
DD
T2
AB

4a
88
91
4n
4K
8C
8A

7E
4B
BS
45
6F
Ccé
DF

3D
DD
c2
85
c8
AB
09

61
55
6L
93
CD
Cob
47

E9
DF
13
FD
m
14

05

F4
83
B3
c2
RS
45
10

D4
E6
32
64
53
8C
36

AL
4F
TA
80
BO
69
62

8D
22
25
BF
20
B2

6
o

E2
53
0c
35
69
32
60

F2
SA
A8
EQ
EE
oD
CB

C7
5F
93
55
A3
6D
95

98
A9
B7
CD
E6
ce
k]

87
3F
38
F7
66

I
L

Bl




LT
El
Zz
68
ZL
ol
89
62
ao
Zh
ao
vi
98
AL
88
8¢t
oF
80
0a
L
q2
0¢
YT
g9

8d

TL
80
agp
8%
Ga
Ad
6%
dp
60
&S
£8
ad
147
g0
as
ad
Ad
as
2
A4
Ld
ao
Z¢

47
VL
80
L9
9%
art
€0
€6
€9
qa
vd
(A
99
o i
a4
20
Ha

ae
o4
94
g0
Y

a4

ay
GE

¥a
9d
¥S
a4
80
bd
267
08
v8
Ya
1247
8d
FAS]
A4
EL
08
g0
8L
6€
o
LS
ra

0s
6d

47
ao
oa
cd
8V
98
CE
dd
JAd
6€E
AL
€0
¢4
98
T
G4
as
LE
6a
£9

184

S6
ae
N4
ofe]
¥E
49
98
90
43
0F
ca
eL
Z8
A4
Td
HS
HL
od
ae
93
o8
0g§
L
8d
e

A4
09
T2
e
q4p
S0
Ggo
At
VT
4D
6¢
a4y
0e
€9
390
a8
oad
45
LD
Gsd
FL
Lb
L6
a9
06

9%
kd
bE
o8
09
g0
od
149
oL
et
dp

20
as
Al
TV
qL
86
od
£8
96
a€
TPk
0T
8¢G
Ay
ao
as
pd
9T
Ld
wd
0d
49
23
9¢

6d
Ab
46
8T
80
66
0F
LY
oZ
d6
zd
g
Y
76
aa
g3
P9
12072
Sv
6d
99
¥s
AT
L4
89

a9
Y9
ae
Sd
£0
dE
£
i7ACH

an
SE
o4
0d
89
L3
L0
£d
08
20
o¢
69
9€
T6
6d
247

x4
g3
YL
09
L0
80
40
€46
el
€0
Lb
g4
G¢
b
€D
b
ao
c6
art
9Y
SL
d€
o
9L

€d
04
V8
S0
80
€S
Y0
£d
6F
84
g
9
A 44
48
8d
6
0€

X gc|
Y2
o
81
L
A4
d€

AY
9v
86
68
YL
La
oL
€0
qsa
6¢
TP
Y9
oL
8¢
Y0
Lé
6.1

v
S¢
bd
£
de
0
44

dL
aa
as
{3
20
S6
8d
€€
qp
9¥Y
o
vs
0d
ac
8P
8d
s
SO0
LE
d6
6
as
L0
oz
6d

a4
VTl
Gz
a9
1205
94
0
£d
od
53]
dap
BT
€T
L6
0€
ST
A0
£8
62
d¢
4
04
88
8d
&1




Phu luc II
QUY DINH DOI VOI TRUONG THONG TIN TREN CHUNG THU SO CUA THUE BAO

(Kéem theo Théng tu s6 Q4 /2019/TT-BTTTT ngay 05 thang 2 nam 2019 cia B¢ truéng Bé Théng tin va Truyén thong)

Quy dinh
STT Truong Y nghia . P R Chirng thu s6 chuyén dung
Chirng thw s0 cong cOng . i
Chinh pha
_ Phién ban ctia chin ,
1 | Version ' s 5 Version 3 (value = 2)
thu s6
. fx 5 . | S nguyén duong ngiu nhién xac dinh duy nhat mot chimg thu s6 do
2 Serial Number S0 hiéu ching thu so x . I, ,
CA cap cho thué bao, d¢ dai khong qua 20 octet (byte)
o Thult toén ks chitns 'lll.(-:O qﬁuy’(hnh cua 130 "{hO}lg;tm‘va. Truyén tlrnong. veé t1eu~ ch}lau}
3 | Signature _ £ . bat budc ap dung ve chit ky s6 va dich vu ching thuc chit ky s6
thu s6 cua CA % Buin
dang co6 hiéu luc
Tén giao dich cta t6 chitc cun s
o . . N g T L, g; Tén sub-CA cua Té chic cung
Tén cua CA cdp ching | cdp dich vu chung thuc chitky s6 | , . . oy
commoniName N R ) : % .| cap dich vu chung thuc chit ky so
thu so cong cong trong ho so dé nghi N ) .
. ) p chuyén dung Chinh phu
. lssuet cap chung thu s
k SSuUer A 7
& om o= Tén cua doanh nghiép dugc cap
. Tén cua to chirc/doanh ; B oo . o x ) .
organizationName o phép cung cap dich vu chiing Ban Co yéu Chinh phu
nghiép van hanh CA en o K o .
thuc chir ky so cong cong
countryName Tén nuoc VN
Bef Thoi diém co hiéu luc - Trudc ndm 2050: UTCTime.
notBefore : . . .
5 Validit cua chung thu s6 - Tt nam 2050 trd di: GeneralizedTime.
/alidi — —— — ;
g " Thoi diém hét hiéu Iuc - Trude nam 2050: UTCTime.
notAfter . o s . :
E cua chung thu so - Tu nam 2050 tro di: GeneralizedTime.




user[D

MST:[ma s0 thué] hoilc
MNS:[mi quan hé ngin sich)] hoiic
BHXH:[mi s bao hiém xi hoi] hoic

CMND:[s0 chirng minh nhin din] hodc

chimg thir 6

Dinh danh cua thué bao ; L
i ' HC:[sd h6 chiéu] hodc
i CCCD:[s0 thé can cude cong din]
! Cdc truong hop khdc theo thoa thudn giita thué bao va
l 4 . £y . ~ oy e X
; 10 chitc cung cap dich vu chirng thiee chit ky so.
G | Subject ) e
| commonName Tén cna thu€ bao Tén cna thué bao dugce cip chimg thu s6
1 - Tén cua to chirc/don vi T L, . I
| organizationName o Tén cha t6 chire/don vi quan ly thué bao (néu cd)
| quan ly thué bao
‘ Tén tinh/TP noi ; ; ;
| , i . m . | Tén cua tinh/TP noi song/lam viéc ctia thué bao bang tieng Vidt, ¢o
; stateOrProvinceName | sOng/lam viéc cta thué . o A o
| ddu, cac chr cai dau vict hoa.
| bao
! countryName Tén nudce VN
? Theo quy dinh ctia B6 Thong tin va Truyén théng vé tiéu chuin |
| a biect algorithm Thuit todn sinh khoa bat budc ap dung vé chit ky s6 va dich vu chimg thue chir kv s6 |
toaupject e
T . dang co6 hiéu luc
7 | Public - - . —_— e S T
P L o, Theo quy dinh ctia BO Thong tin va Truyén thong ve ticu chuan
| Key Info . . Khoa cong khai cta P T % ceam e o ) 4 o s o
subjectPublicKey ) bit bude ap dung vé chir ky s6 va dich vu chirng thare chit ky 6
5 thué bao _ o
: dang cd hic¢u luc
I ; Thuit toan ky ching _ :
8 | signatureAlgorithm . . & . Cung thuit toan tai truong sé 3
thu s6 cua CA
. Chir ky s6 cia CA trén , ,
9 | signatureValue Chit ky s6 ctua CA trén chimg thu s
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